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HMcnoonbp3oBanue PortScan
SIBJISETCS HE3aKOHHBIM U
COIIPSAKEHO C PUCKOM.
[IporpaMmMHOEe 00ecredyeHne
IpeagHa3HaYeHOo I
MCIIOJIb30BaHUS
[10JIb30BATEIIMU
KOMIIbIOTEPOB, IIEPCOHAJIOM
KOMITLIOTEPHOM IIOOOEPXKKHU M,
BO3MOXKHO, [JIs
HECAHKIIMOHAPOBAHHOI O
CKaHAPOBAHUSA YaCTHHIX
CHUCTEeM. BbI KCIIO/Ib3yeTe
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IpOrpaMMHOe 00ecIIe4eHne
NCKJIIOUNTEJIbHO Ha CBOM CTpax
M PUCK. ABTOP JAHHOTO
IIPOTPAMMHOI0 00eCIIeYeHUS]
He TapaHTUPYET U He MOXKET
HEeCTU OTBETCTBEHHOCTH 3a
(OYHKIIMOHMPOBAHUE
IIPOrPAMMHOI0 00€ecCIIedYeHus.
bornee... CkaHep mopToB 14
majblieB PortScan takxe
ABJIETCSA CAMOCTOSATEIbHBIM
[IPUJIOZKEHKWEM (KOTOpOe
MOZKHO 3allyCTUTh U3
KOMaHOHOM CTPOKM) U MOXKET
OBITH OYEHB MOJIE3HBIM [JIS
OTKPBITHIX IIOPTOB Ha
yaOaJIeHHBIX WJIN HEeIIPaBUJILHO
HAaCTPOEHHBIX XOCTaX.
[Ipunoxenue HanmucaHo Ha C#
1 UCIIOJIL3YeT .NET
Framework 2.0. McxoOHEBIN
KOJI MOXKHO CKadaTh OTCIOia.



bojsee... 30ech BB HAUOETE
MHCTPVKIIUU 10 YCTaHOBKE. He
3a0bBIBalTE, YTO YCTAHOBIIUK
10 YMOJIYaHUIO 3allyCKAETCS B
[IEPBEIN Pa3 C YYETHOU
3aMUChI0 KADIMUHUCTPATOP».
BEI MOKeTe yOalauTh 3TY
VUETHYIO 3alliCh ¥ U3MEHUTH
€e Ha CBOI0 YUETHYIO 3allUCh.
[IporpaMMa yCTaHOBKHU
COIEPKUT OBa KOMIIOHEHTA.
[IepBEIM — IEPEHOCUMEIU
VCIIONMHAEMBIN (hauil. Eciu y
BaC eCTh OIpeneieHHasd
npobieMa COBMECTHUMOCTH C
YCTAHOBIIIMKOM MSI, BEI
MOZKEeTe IIOIIpPo0oBaTh Zip-
[IaKET. YCTAHOBIILUK OJIS
VS2005 Begute «PortScan» B
CTPOKY IIOMCKa U HaXXKMUTE
Enter. IIporpammMuoe
o0ecrieyeHnue Oymer



YCTAHOBJIEHO B MAIKY M0
YMOJIYaHUI0. JTa alKa
Ha3wBaeTCa «Program
Files\PortScan». ITocie
YCTAHOBKHU BhI MOXKETE
3anycTtuth PortScan u3
APJIbIKA (APJILIK MAllKH
"Program Files\PortScan").
Btopou KOMIoHeHT — 310 ZIP-
apxuB. Ilocine ycTaHOBKU ZIP-
apxuBa BBl MOXKETEe 3allyCTUTh
[IPUJIOXKEHNEe U3 ITYHKTa MEHIO
«ITyck». [TopTckan B VS 2008
PortScan Temepr DOCTYyIIEH B
VS 2008 C# Express Edition.
PortScan ucmnonb3yer
nHTepPerc TDSSKiller.
CrnenuanabHBI HHTEPPEUC
yCTaHABIMBAETCS B KOPHEBYIO
manky pemrenusa PortScan.
Bonee... [Ins pabotsl PortScan
TpebyeTcst cOOpPKa



System.Management. [11s
3TOT0 OTKPOMTE (hauil .CSPIo]
npoekTa PortScan n mobaBbTe
CCBIJIKY Ha COOPKY
System.Management. boree...
[Tpu pa3paboTke PortScan
OBLJI0O 00HAPYZKEHO CIIEAYIOIIEE
cooOmieHue: IIpon3011o
HeoOpaboTaHHOE UCKII0UEeHHNEe
THIIA
«System.IO.FileNotFoundExce
ption» B mscorlib.dll.
IHOIOIHUTE IbHAA
MH@OpMaIu: He yaaaocCh
3arpy3uTh (haui uianu COOPKy
«System.IO.FileSystem,
Bepcud = 2.0.0.0, KynbTypa =
HelTpanbHas, PublicKeyToken
= b03{5f7f11d50a3a» unu
OOHY U3 €€ 3aBUCHUMOCTEM.
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- [logmepxKuBaeT
CKaHMPOBaHNe IIOPTOB Kak B
[Pv4, Tak u B IPVO. -
CKaHUPOBaHME ITAKeTaMHU [0
50 mopTOoB 3a pa3 - Pe3ynsTaTh
0TOOPazXKalTCSI B BUIE
BKJIa[IOK, II03TOMY Pe3yJIbTaThl
IJI151 KaXXKgoro mopTa MOXKHO
[IPOCMaTPUBaATh OTHEJIBHO. -
[IpocTOHN B UCIIOJIL30BAHUU
MHTEeP(PerC KOMaHIHOU CTPOKHU
- [logmepxKuBaeT
CKaHHMPOBaHNe IIOPTOB
IPv4/IPv6. - HacTpanBaeMbIn
BEIXOM - OOHOBINISIET 0a3HI
MAHHLIX Yepe3 IIPOMeXYTKHU
BpPEMEHH, YTOOLI COKOHOMHUTD
BpeMs - OToOpazkeHne METOK
BpeMeHH - OT4eTH 0 cO0IX /



omrOKax BO BpeMs
BBITIOJIHEHUS - O4eHb IIPOCT B
YCTaHOBKE U HCIOJIb30BAHUM -
OKpaH OB pa3paboTaH, YTOOHI
IIOMOYb I10JIb30BATEISIM
OBICTPO HAUTHU PE3VIIbTATHI,
KOTOPBIE OHU XOTST. -
Pe3ynbTaThl A1 KazKaoro
II0pTa 0TOOpPaxKaloTcs B BUE
BKJIaJI0K, II03TOMY PE3yJIbTaTHI
151 KazKgoro ImopTa MOKHO
IIPOCMATpPHUBATh OTHOENBHO. -
Pe3ynbTaThl 3alIUCEIBAIOTCA B
TEKCTOBBIN (pamil OJIs
KOIIMPOBaHus B Oydpep oOMeHa,
KOMaHOHVIO CTPOKY MJIM JTII000H
NPYrou XejaeMbId (popMar -
BrixogHOM (popMaT TakxkKe
HaCTpauBaeTCs. T.e. TOJIbKO
yucia, nmap -sV

output file.txt - Bkitovyaer B
ce0s1 BCeoObeMITIOIMNY (aii



CIIPABKH - 3allyCTUTE
CKaHupoBaHue B CMD c
ImoMoInbio dhpscan.exe -
[logmepkKa CKaHUpPOBaHUI IP-
apecoB C moMoIbs0 PFsense. -
Pabora ¢ WiFiu
ckaHupoBauuem TCP/UDP -
PaboTa c onpemeneHHbIMHI
MAC-agpecamu - [Togmepxkka
no0aBIIeHUS
10J1b30BaTeIbCKuX MAC-
agpecos - Onmuu
ckaHupoBaHuda *NETBIOS* u
*SAMBA* - [logmepKa
OTPAaHUYEHHOI'0 CKaHUPOBAHU
IPv6 - BkitoyaeTt
CKaHHPOBaHNE IIOPTOB B
CKPBITOM pexKUMe, I03BOJIS S
3JIOYMBIIIJIEHHUKY O0CTaBaThCs
aHOHUMHEIM - [logmepzKuBaeT
B3JIOM MapoJsisd - CKaHUPOBaHUE
IIOPTOB 10 OECIPOBOTHEIM



ceTsaM - [TogmepxkuBaeT
OeCIIpPOBOOHOE CKAHMPOBAHUE
802.11* - IlogmepxxuBaeT
Sechnet u mpobHBIe MAC-
ampeca - IlooggepxkuBaeT
nuamnas3oH IP u ¢unetp MAC-
ampecos - [loggepxKuBaeT
OTIIPABKY ONpenensieMbIX
[I0Ib30BaTENIEM YBEIOMIIEHUA
10 3JIEKTPOHHOU II0YTeE
BlIadesIbily CKaHUPyeMoro IP-
ampeca. TpeboBaHHUS: -
Windows 7 u Brimie - VB.NET
4.0 unu BhIe - Visual Studio
2010 Express unu Brilne - NET
Framework 4.0 uiu BHILIE -
Windows SDK 7.1 - NET
Framework 4.0 uiu BHIIIE -
MoHo.(ppeuMBOpPK - C# 5.0 unwm
BRIIIIE [ OTOBLIE MAKETHl U
YCTAaHOBIIIUKY [TOCTYIIHBI OIS
[IOCJIEJHUX BEPCUH



OIIEPaALMOHHLIX CUCTEM
Windows. CKayaTh IakKeT
PySnoopy — 3TO CKpUNT
Python, KOTOpBIM MOXKHO
MCIIOJIb30BaTh [JIA IIOMCKA B
HMHTepHeTe OTKPHITHIX IIOPTOB
Ha CIEeOYIOIUX MallliHaX: -
OxkHa - JInuHyKC/HOHHKC -
MakOC - 10S Kaxmoyio MallluHy
MOIKHO MCKaTh OTIEJIBHO,
CKAHHAPOBATh OTOEJILHO UJIH
yepe3 OCHOBHOM CIIMCOK [JIA
BCEX MallIMH ONpPenaeIeHHOI' 0
THUIIA. BONBIIXMHCTBO
[IPOrPaMM, BBIIIOJIHSAOIINX
CKaHMPOBaHUE MOPTOB, MOTYT
OBITH 00OMaHVyTHL. Eciu

leaed4ebcO
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- becmnyaTHadg Bepcusd UMeeT
OecCIIJIaTHBIM IIPOOHEIN IIEPUO],
(14 gHEN), KOTOPHIN BEI
MOZKEeTe CKayaTh U
MCIIOJIb30BAaTh IIepPe[ MOKYIIKOU
IIOJIHOM BEepPCUH. - UcTopus
Bepcuu: ** v1.0 - [IepBrIn
BBIIYCK. ** v2.0 - Ogun
VCIIOJIHSIEMBIN (haml. -
IHobaBneH «J/Ixamna30H IIOPTOB»
(BMecTO yKa3aHu4 auamna3oHa
[IOPTOB KJIMEHTaM
II0KA3bIBAIOTCS TOJILKO TE
IIOPTHI, KOTOPBIE OOCTYIIHEI). -
YcTpaneHue HEOOJIBIINX
O0aros. ** v3.0 - [TobaBeHa
BO3MOZKHOCTh OTIIPABKHU
pPe3yJabTaTOB Ha Balll afipec
3JIEKTPOHHOM IOYTHL. ** v3.5 -
IHo0aBneHa nmogmepxkkKa .NET



4.0. - YcTpaHeHHe HeOOIbIINX
OaroB. Eciiu BBl XOTHUTE
COoO0IIUTEL 00 OIINOKE UIIH Y
BaC eCTh IIPeIOKeHue,
[moceTuTe: B MPOTUBHOM
cJIy4ae BBl MOXKETe CBSI3aThCs
CO MHOM TI0 3JIEKTPOHHOU
[I04YTe - CChIJIKA YKa3aHa B
KOHIIE 9TOT0 OIIUCAHUS. ***
XOTHUTE I10JIy4YaTh
yBemoMJIeHHsI 00 OOHOBIEHUSIX
10 3JIEKTPOHHOU II0YTe? ***
IIpocTo nmocetuTe (Ha CBOU
CTpPax 4 PUCK, IIOCKOJIbKY 5 HE
HECy OTBETCTBEHHOCTH, €CJIU
Ballla CUCTeMa
CKOMIIPOMETHPOBAHA):
[Ipexme yeM IIPOaOIKUTE,
yOeIuTe HECKOJIBKO MUHYT
BHAMATEJILHOMY IIPOYTEHUIO
CIIEOVIOIIEro 3asBiaeHus 00
OTKa3e OT OTBETCTBEHHOCTHU U



YCJIOBUM: *** BeCh KOHTEHT U
CKPHUIITH B 9TOM IIPHUJIOKEHUN
IpHUHAaAIexkaT MHe, CO30aTelio
IPUIIOKEeHU (YuTauTe 00
3TOM Ha cTpaHuie «0O
[IporpaMMe» 1o afgpecy: ). *F*
JINIleH3UpPOBaHUE BCETO
npunoxeHnus — GPL (Bepcus 2
1 0oJiee MO3MHASI). ITO
BKJIIOYAET B ce0s TOT (PaKT,
YTO BBl HE MOXKETE
KOIIMPOBATh, IPOLABATh,
N3MEHSTD U (UIH1) OeIUThCH
IPUJIOKEHHEM B 111000 hopMe
roe-nudo elle, KpoMe Kak Ha
CBOEM COOCTBEHHOM CEPBEPE
MJIA Ha CBOUX COOCTBEHHBIX
BeO-caliTax, B CBoeM 0Ojiore u T.
1., ¥ BBl HE Pa3peIeHo
IEeUTHCS IIPUIIOKEHUEM C
OPYTUMMU U T. . FF*
Hcronb30BaHuE 3TOTO



[IPUJIOKEHUS Ha CBOU CTpax U
PUCK. JDTO IIPUJIOKEHUE
IpegHa3Ha4YeHO TOJIbKO [JIs
JINYHOT0 ¥ HEKOMMEPYECKOT0
HMCIIO0JIb30BaHUA. BaM He
pa3peniaeTcs NepenpogaBaTh,
PACIPOCTPAHATD NN OEeJINThCS
IIPHUJIOKEHNEM B 11000 hopMe
roe-nu0o elne, KpoMe Kak Ha
BAIllX COOCTBEHHLIX BEO-
cauTax MUJIU Ha BallleM
COOCTBEHHOM cepBepe (1Iof
Ballle COOCTBEHHOU
NUIEeH3MeN) WU Ha BallluX
coOCTBEHHEIX BeO-cauTax, B
BaleMm 0jiore u T. 0. Ecnu BH
He YyCTpauBaeT
BBIIIIEN3JIOKEHHOE, He
3arpyXkauTe U He UCIIOJIb3YUTE
ero. *** [IpunoxkeHue
MCIIOJIb3YeT Java (Bepcus 7/
1u 00Jiee IO3MHASA) OIS CBOUX



OCHOBHBIX (DYHKITUH. *** Eciu
BBl MCIIOJIb3YETE YCTPOUCTBO
Android (Bepcusa 2.1 unu
0oJiee IIO3OHSS), BaM
HeOoOXOOUMO: a) KYIIUTe
[IOKYIKY B IPUJIOKEHUHU 3a
2,99 mommapa, 4TOOHI
nony4YuTh 00HOBIeHHEe OTA
(110 BO31yxy); 0) YCTaHOBUTH

What's New in the DH Port Scanner?

DH Port Scanner — 310
JIETKUU U IIOPTATHUBHEIN
[IPOrPAaMMHLIM UHCTPYMEHT,
IpegHa3HaYeHHBIN OIS
CKaHupoBaHud IP-agpecoB Ha
HaJIM4Yre OTKPBITHIX ITIOPTOB
(eciIy OHU €CTh). ITO
[I03BOJIAET MOJIb30BATEIAM



YKa3bIBaTh AHAIla30H MOPTOB U
KOIIMPOBATh PE3VJIbTAThHl B
Oydep oOMeHa. Kiro4yeBhie
0COOEHHOCTH 3TOT0
IIPOrPAaMMHOI0 00ecIIedyeHu s
3aKJII04al0TCS B CIIEAYIOIIEM:
[IpocTOoTa UCIIOIb30BAHUA
OOmuy nHTEpdenc u odiiee
ymoOCTBO HCIIOJIb30BAHUS
IPUJIOKEHUS OYEHbD
VHTYUTHUBHO IIOHSATHHI.
B0O3MOXKHOCTH
BBICOKOCKOPOCTHOT'O IIOKCKaA.
[IpocTasd B UCIIOJIL30BaHUU
(OYHKIMSA PaCIIMPEHHOI0
[IOKMCKa. KomupoBaTk
pe3ynbTaThl KOmuposaTh
pe3ynbTaThl B Oydep oOMeHa.
[logmepxK¥BaeT CKaHUPOBAHUE
SSL OpenSSL SSL BriCcTphIin
MHTEP@PEerC Ha OCHOBE
KOMaHIHOHN CTPOKHU B



OCHOBHOM ITOOXOIOUT JIJIs
CKaHMPOBAHUSA B IIOACETU UIIU
Ha J11000M 00111e 10CTYIIHOM IP-
ampece. OTOT UHCTPYMEHT He
MMeeT 3aBUCHMOCTEM U HE
OyIeT yCTaHaBJIMBaTh KaKHe-
nu00 3aIKucyu peecTpa Ui
n00bIe Apyrue Namnkyu Ha
BallleM KOMIIbIOTEepe. Ero
OCHOBHEIE IIeJI —
[IPEJOCTaBUTh II0JIb30BATEIISIM
IIPOCTOM, HO 3(PPEKTUBHBIU
NHTEep(PEeNC OJId CKaHUPOBaHUS
IOpTOB. IlogmepxKuBaeMEIe
aT@opMbL: - OKHa -
Windows-cepBep - Windows 8
1 BRILIE [IpeamnoChIKY: -
OrmepaliioHHasa CUCTEMa
Windows YTo HOBOTO B 3TOH
Bepcuu: * HesHauuTeJILHEIE
YIIVUYILIEeHU S
II0JIb30BATEJILCKOI'0



nHTEep@penca. * bosbiie
COBMECTHUMOCTH CO
cKaHupoBaHueM SSL u TLS. *
[1oBEIIIIEHHAS HAOEXKHOCTh
IPUIIOKEHUS IIPU IIpobJieMax C
[IOOK/IIOYEHUEM K CEPBUCY.
KakK 3T0 UCIOJIb30BaTh:
OTKpPOUTE KOMaHOHYIO CTPOKY
1 BBeOuTe: «dhportscan.exe»
(8 Windows) unu
«dhportscan.exe» (B Mac OS u
Linux). Beegute IP-ampec,
KOTOPBIA BBl XOTUTE
CKaHHPOBaTh. BBeouTe
nramna3oH noptos TCP,
KOTOPBIA BBl XOTUTE
CKaHMpPOBaTh. Beenute
«enter», 4TOOBI HAYAThH
CKaHHpOBaHUE. YTOOHI
[IOJIVYUTH PE3YIIbTATEI,
BBEIUTE «KOIIMPOBAThH
pPe3yJIbTaThl» U CKOIIUPYUTE UX



B Oydep oomeHa. Q: Android
Jsoup: URL-agpec
CKaHUPOBaHUA? f ILITAJICA
BBIIIOJIHUTH CKaHUPOBaHUE
URL-agpeca. Llenb COCTOUT B
TOM, YTOOBI U3B/I€Yb BCE Y3IIBI
M DJIEMEHTHI Ha CTPAHUIlE, IJId
KaXXOoro y3jia M ero JOYepHUX
3JIEMEHTOB, [0 TeX II0P, II0Ka
MBI HE Ha’KMEM 3TOT
CIlelluaibHBIN Ter div. d
MCII0Ib3VI0 Android Jsoup. B
3TOM BOIIPOCE MOH mpumep "
910 URL-agpec, KOTOPHIX
BO3BpalllaeT CIIUCOK (PHUIIEMOB.
1 X04Uy IPOCKaHUPOBATH UX, U
[I0Ka I MOT'Y BEPHYTh KaXIbIU
y3eJl ¥ ero IoYepHue
3JIeMEeHTHI. HOo B crieraabHOM
Tere div HeT POOUTEJILCKUX U
OOYEPHUX Y3JI0B. £ MOHATUA
He UMEI0, YTO fesaTh. A



OCTABUJI CBOM KOJl HUIXKE,
YyTOOBI BBl MOT'JIM BUOETDH, UTO S
[ILITAIOCh COEIaTh. YaCTHHIN
cKaHep mokymeHTOB (URL-
ampec CTpoku) { JIoOKyMeHT



System Requirements:

- OC: Windows 10 unu BrIIIIE -
ITponeccop: Intel Core ib (3,3
['T'1 unum BRILIE) WU
aHanoruuHsid AMD (MeHee 3,3
['Tn) - [Tamsate: 4 I'b O3 -
['papryeckuy mmpoieccop:
rpapryecKuy IIpoIieccop,
coBMecTuMbIM C DirectX 11 -
Xectkun oguck: 3 I'b
CBOOOOHOr0 MecTa - [Ipyroe:
Windows 10 - MHTEepHET-
coeviHeHue: bricTpoe
MHTEPHET-COeqUHEHNe Kak
ckauaTh The Division: 1.
[lepeunuTe Ha CTPAHUILY
3arpy3Ky Ha OQUIaJIbHOM
caute. 2. llleTkHUTE IpaBOU
KHOITKOM MBIIIIM 3arPyKEeHHBIN
(daun u BeiOepuTe COXpaHUTH
KaK.






